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In the context of internal or regulatory investigations or
other legal proceedings, companies located in Europe
may be forced to disclose electronically stored informa-
tion such as e-mails on short notice in order to comply
with any such internal or regulatory request or applica-
ble procedural electronic discovery regulations. These
disclosure requirements may have considerable breadth,
and non-compliance can lead to severe sanctions.
Part I of this article describes the American procedure of
e-discovery. Part II provides a brief description of the
British concept of e-disclosure and considers how it dif-
fers from the American concepts of e-discovery. Part III
shows – as one prominent example for civil code juris-
dictions in the European Union (for an overview of
other jurisdictions see The Sedona Conference, Interna-
tional Overview of Discovery, Data Privacy and Disclo-
sure Requirements, September 2009) – the German
regime for e-discovery requests and highlights some data
protection issues to be observed. Part IV examines how
the conflict existing between the common law concept of
e-evidence and the civil law principles could be harmo-
nized. Finally, part V gives some examples of how tech-
nology can be used to support e-discovery and to estab-
lish processes in compliance with applicable data pri-
vacy laws.

I. The American Procedure of E-Discovery
Unlike in many civil law countries, the process of “pre-
trial-discovery” is an important, costly, and timely part
of the American legal system. It is at this pre-trial discov-
ery stage that issues relating to e-discovery arise. The
purpose of this judicial preliminary process is the finding
of facts and/or discovery of the relevant evidence and is,
to a large extent, conducted by the parties without the
participation of judges. During this process, the parties
can demand from their adversaries the presentation of
comprehensive information concerning all facts and evi-
dence which could be “relevant” to the alleged claim or
defense, according to Rule 26 of the Federal Rules of
Civil Procedure (“FRCP”).1

1 See Fed. R. Civ. P. 26(b)(6)(1) (“Unless otherwise limited by court order,
the scope of discovery is as follows: Parties may obtain discovery regard-
ing any non privileged matter that is relevant to any party’s claim or
defense including the existence, description, nature, custody, condition,
and location of any documents or other tangible things and the identity
and location of persons who know of any discoverable matter.”)

The definition of “relevant”
is broad; evidence may be considered relevant, for exam-
ple, if it can lead to the discovery of admissible evi-

dence.2

2 See Fed. R. Civ. P. 26(b)(1) (“Relevant information need not be admissi-
ble at the trial if the discovery appears reasonably calculated to lead to
the discovery of admissible evidence.”)

Extensive and detailed pleadings are generally
not necessary under U.S. notice pleading rules, in part
because of the liberal and expansive pre-trial-discovery
tools that are available to U.S. litigants and allow them
to identify relevant facts and witnesses. In practice,
requests for information are carried out by written inter-
rogatories (i.e. written questions to the opposite party),
judicial discovery orders, or requests for the production
of documents or things (i.e. a request brought forward to
a litigant by another party’s lawyer to prepare and pre-
sent relevant documents). Significantly, according to
Rule 34 of the FRCP, it is clear that electronically stored
information (“ESI”) is governed by pre-trial-discovery
regulations in the same manner as documentary evi-
dence.3

3 See Fed. R. Civ. P. 34, Producing Documents, Electronically Stored
Information, and Tangible Things, or Entering onto Land, for Inspec-
tion and Other Purposes.

This means that a company’s electronic informa-
tion system (its servers, hard drives, back up systems,
software document management systems and third
party document retention systems) is also subject to dis-
covery.4

4 For example, a party to a lawsuit may rightfully request access to an
opponent’s e-mails relating to a certain time period or for documents
containing certain key words. See Froemming/Rosenthal, CRi 2007, 69
et seq; Coleman Holdings, Inc. v. Morgan Stanley, No. 502003CA00
5045XXOCAI, 2005 WL 679071, at *1 (Fla. Cir. Ct. Mar. 1, 2005).

1. Documents Subject to E-Discovery According
to the FRCP

Similar to the expansive interpretation of the term “rele-
vant”, the term “documents” is likewise broadly defined
under U.S. law. According to Rule 34(a) of the FRCP, ESI
not only includes mere text but also includes “writings,
drawings, graphs, charts, photographs, sound record-
ings, images, and other data or data compilations.”5

5 See Fed. R. Civ. P. 34(a).

Furthermore, the final versions of the aforementioned
documents are covered by e-discovery rules along with
drafts, versions of the document drafted by various edi-
tors, annotations and notes. In the absence of a contrary
agreement between parties, metadata (which is data on
the documents themselves, such as the name of the editor
and the date of creation and amendments of the docu-
ment) may also be subject to disclosure.

2. Duty to Preserve
As part of the e-discovery requirements, companies have
an obligation to collect and store electronic data in a
secured manner, which is otherwise known as the “duty
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to preserve.” One important question is when a com-
pany’s duty to preserve is triggered. In the U.S., the
Zubulake decisions – a series of five opinions stemming
from an otherwise routine employment discrimination
dispute – are considered to be landmark e-discovery
cases.6

6 The Zubulake decisions consist of a series of five opinions. Laura Zubu-
lake, the plaintiff, sued her former employer under federal, state, and
city law for gender discrimination and illegal retaliation. She moved to
compel defendant to produce e-mails that existed only on back up tapes.
After years of discovery disputes between the parties, this suit led to a
detailed series of discovery-related opinions and became a leading case
for discovery guidelines. The fifth and final opinion, Zubulake v. UBS
Warburg LLC, 229 F.R.D. 422 (S.D.N.Y. 2004) (hereinafter “Zubulake
V”), and the fourth opinion, Zubulake v. UBS Warburg LLC, 220
F.R.D. 212 (S.D.N.Y. 2003) (hereinafter “Zubulake IV”), in particular,
detail the obligations of counsel and clients to preserve electronically
stored information. As regards early case law under the amended Rule
34 of the FRCP see Froemming/Rosenthal, CRi 2007, 69 et seq.

The opinions provide valuable guidance for par-
ties and their counsel as to preserving and producing
electronic discovery materials.

In Zubulake V, the Southern District of New York
clearly established that counsel have a duty to communi-
cate to their clients the discovery obligations so that all
relevant information can be uncovered and retained. In
answering the question as to when this obligation
begins, the court stated that such “duty to preserve”
attaches “when the party has notice that the evidence is
relevant to litigation or when a party should have known
that the evidence may be relevant to future litigation.”7

7 Although Zubulake filed her initial charge of gender discrimination in
August 2001, the court held that the duty to preserve attached as early as
April 2001, because litigation was “reasonably anticipated” at that
time. See Zubulake IV, 220 F.R.D. at 216-17 (internal citations omitted).

In other words, the duty is triggered when litigation is
reasonably anticipated.8

8 Pension Comm. of the Univ. of Montreal Pension Plan v. Banc of Am.
Sec., LLC, No. 05 Civ. 9016 (SAS), 2010 U.S. Dist. LEXIS 1839, at *14
(S.D.N.Y. Jan. 11, 2010) (“It is well established that the duty to preserve
evidence arises when a party reasonably anticipates litigation.”) (inter-
nal citations omitted).

The duty to preserve applies to
both plaintiffs and defendants and a plaintiff’s duty is
often triggered far before the litigation is commenced.9

9 See id. (citing Innis Arden Golf Club v. Pitney Bowes, Inc., 247 F.R.D.
335, 340 (D. Conn. 2009), which found that the duty to preserve arises
when a plaintiff retains counsel for a potential action but has not yet
identified possible defendants).

Unlike a defendant, a plaintiff has control over the com-
mencement of the litigation and typically has greater
advance notice of the litigation.10

10 Id. at *14.

At that point, the
counsel and the company have a duty to retain all rele-
vant documents in existence or created thereafter.11

11 See Zubulake IV, 220 F.R.D. at 218.

Evidence can often be lost within companies that use
information “back-up” programs, which automatically
retain and then discard documents after set periods of
time. For example, it is not uncommon for an American
company to have a Document Retention Plan (“DRP”) in
place as part of company policy. A typical DRP may
include automatic document retention and destruction
schedules. Accordingly, in order to limit the potentially
serious consequences of unintentional destruction or loss
of evidence, Rule 37(e) of the FRCP stipulates that no pro-
cedural sanction may be imposed against a party if the loss
of data was caused as a result of a “routine, good-faith
operation of an electronic information system.”12

12 Fed. R. Civ. P. 37(e).

This
rule is often referred to as the “Safe Harbor” rule and is
discussed in further detail later in this article.

3. Litigation Hold
Once the duty to preserve attaches, counsel must iden-
tify and speak directly with all relevant employees, as
well as the client’s information technology department,
in an effort to preserve documents and information per-
tinent to the anticipated litigation.13

13 See Zubulake V, 229 F.R.D. at 439.

A primary method
of adhering to the duty to preserve involves issuing an ini-
tial and possibly subsequent “litigation holds,” which are
notices distributed to company employees in an effort to
prevent the destruction of any potential evidence. The liti-
gation hold is “only the beginning” of proper discovery
obligations, however, and counsel must oversee compli-
ance with the litigation hold and monitor their clients’
efforts to retain and produce relevant documents.14

14 See id. at 432.

As dis-
cussed further in the sanctions section below, a counsel’s
failure to follow through with assuring compliance with
litigation holds or discovery obligations can lead to severe
repercussions.15

15 For example, in Coleman Holdings, Inc. v. Morgan Stanley, the court
imposed significant sanctions on counsel for its failure to locate and timely
produce backup tapes in response to plaintiff’s discovery requests, finding
that such behavior “severely hindered [plaintiff’s] ability to proceed.”
Coleman Holdings, Inc., 2005 WL 679071, at *6.

4. Levels of Culpability for Violations of
Discovery Obligations

In January 2010, the U.S. District Court for the Southern
District of New York issued an opinion, entitled “Zubu-
lake Revisited: Six Years Later” that addressed the previ-
ous Zubulake decisions and outlined culpability stan-
dards for various violations of discovery obligations.16

16 Pension Comm. of the Univ. of Montreal Pension Plan v. Banc of Am.
Sec., LLC, No. 05 Civ. 9016 (SAS), 2010 U.S. Dist. LEXIS 1839
(S.D.N.Y. Jan. 11, 2010) (hereinafter, “Zubulake Revisited”). This case
is also of particular interest because it looks at preservation and spolia-
tion of ESI from the plaintiff’s perspective.

In this case, the issue of e-discovery violations was trig-
gered when defendants noticed gaps in plaintiffs’ discov-
ery productions. In short, multiple plaintiffs “failed to
timely institute written litigation holds and engaged in
careless and indifferent collection efforts after the duty to
preserve arose,” which resulted in some documents likely
being lost or destroyed.17

17 Id. at *6.

The judge reviewed and defined three levels of culpabil-
ity in the context of ESI – negligence, gross negligence,
and willfulness – as follows: (1) negligence is conduct
which falls below the standard established by law for the
protection of others against unreasonable risk of harm,
it may arise where the negligent party is unaware of the
results that may follow its (in)actions and it may also
arise when the party has considered possible conse-
quences and exercised its own judgment; (2) gross negli-
gence is ordinary negligence to a greater degree; and (3)
willfulness is conduct that is intentionally done in disre-
gard of a known or obvious risk that was so great as to
make it highly probable that harm would follow.18

18 See id. at *7-10.

The judge then applied these definitions to particular
conduct in the context of ESI discovery. The following
conclusions made by the judge offer guidance on the cul-
pability that attaches to various levels of unacceptable
conduct:
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¸ failure to obtain records from non-key players (negli-
gence)19

19 See id. at *12-13, 31.

¸ failure to preserve evidence resulting in the loss or
destruction of relevant information (negligence, at a
minimum)

¸ failure to issue a written litigation hold (gross negli-
gence)

¸ failure to collect records from key players and ensure
their electronic records are preserved (gross negli-
gence or willfulness)

¸ intentional destruction of relevant records after duty
to preserve has attached (willfulness)

The determination of what level of culpability certain
conduct creates is fact-specific and made on a case-by-
case basis. The above examples and the Zubulake Revis-
ited opinion generally, however, offer the most recent
analysis and review of discovery obligations in the ESI
context.

5. Sanctions for Infringement of Discovery
Obligations

Discovery violations are not taken lightly and American
courts are not shy in imposing significant sanctions in
the event of a violation. Under the Doctrine of Spolia-
tion, the breach of a discovery order can lead to consid-
erable sanctions for the company involved in the pro-
ceedings.20

20 Spoliation is “destruction or significant alteration of evidence, or the
failure to preserve property for another’s use as evidence in pending or
reasonably foreseeable litigation.” West v. Goodyear Tire & Rubber
Co., 167 F.3d 776, 779 (2d Cir. 1999). See also Zubulake Revisited,
2010 U.S. Dist. LEXIS 1839, at *14 (noting that the spoliation of evi-
dence “may result in the imposition of sanctions by a court because the
court has the obligation to ensure that the judicial process is not
abused”).

Possible sanctions may include striking
pleadings, taking certain matters as proven, holding a
party in contempt, preventing the party in breach from
relying on its evidence on a specific issue (which could
have the effect of reversing the initial burden of proof),
permitting use of an adverse inference instruction to the
jury, or, ultimately, dismissal.21

21 Fed. R. Civ. P. 37, Failure to make Disclosures or to Cooperate in Dis-
covery Sanctions. See also Zubulake Revisited, 2010 U.S. Dist. LEXIS
1839, at *24 (noting that a court should always impose the least harsh
sanction that can still provide an adequate remedy, and noting that pos-
sible sanctions “from least harsh to most harsh” include: “further dis-
covery, cost-shifting, fines, special jury instructions, preclusion, and the
entry of default judgment or dismissal”) (internal citations omitted). For
a sample of special jury instructions, see Zubulake Revisited, 2010 U.S.
Dist. LEXIS 1839, at *104.

Additionally, and com-
monly, the party in breach may be ordered to pay consid-
erable fines.

In the Zubulake case, defendant’s counsel dutifully
advised their clients of their discovery obligations
regarding plaintiff’s looming lawsuit. The court even
noted that defendant’s counsel “came very close to tak-
ing the necessary precautions”.22

22 Zubulake V, 229 F.R.D. at 435.

But, because the court
held that the defendant had willfully destroyed possibly
relevant information, the court awarded sanctions to
plaintiff. Specifically, plaintiff received not only the costs
of both additional re-depositions and the motion to
compel, including attorneys’ fees, but plaintiff was also

awarded an adverse inference jury instruction with
regard to deleted or lost e-mails.23

23 Id. at 439.

Although the defendants acted willfully in the Zubulake
case, intentional behavior is not always required in order
for sanctions to apply.24

24 See, e.g., Stevenson v. Union Pacific R. Co., 354 F.3d 739, 748 (8th Cir.
2004) (court imposed adverse inference instruction when defendant
failed to preserve voice tape of train crew at time of accident because
defendant should have known that the tape would be relevant to litiga-
tion).

As discussed above, the Zubu-
lake Revisited opinion outlines the various levels of cul-
pability, including ordinary negligence, that can trigger
sanctions. Additionally, in 2002, the Second Circuit
noted that courts have broad discretion in determining
sanctions and held that “discovery sanctions, including
an adverse inference instruction, may be imposed where
a party has breached a discovery obligation not only
through bad faith or gross negligence, but also through
ordinary negligence.”25

25 Residential Funding Corp. v. DeGeorge Home Alliance, Inc., 306 F.3d
99, 113 (2d Cir. 2002). The negligence in this case consisted of plaintiff’s
failure to produce e-mails after the trial had begun, claiming that its ven-
dor was unable to retrieve them from backup tapes, failure to mention to
defendant that documents from critical time frames were not produced,
and plaintiff’s failure to meet a deadline to mail backup tapes to defen-
dant’s vendor, all of which hindered discovery. See id. at 110.

A recent series of opinions by the U.S. District Court for
the Southern District of California serve as a cautionary
tale that discovery violations can lead to hefty sanctions
in the U.S. In Qualcomm Inc. v. Broadcom Corp., the
trial judge sanctioned Qualcomm and its outside coun-
sel, and ordered Qualcomm to pay defendant’s $8.5 mil-
lion attorney fees, for intentionally or recklessly with-
holding “tens of thousands of e-mails” after submitting
declarations stating that no such documentary evidence
existed.26

26 Qualcomm Inc. v. Broadcom Corp., No. 05cv1958-B, 2008 U.S. Dist.
LEXIS 911, at *4, *63 (S.D. Cal. Jan. 7, 2008) (the court noted that
because the attorneys’ fee sanction was so large, it did not find an addi-
tional sanction imposed upon Qualcomm itself necessary, and noted
“[i]f the imposition of an $8.5 million dollar sanction does not change
Qualcomm’s conduct, the Court doubt an additional fine would do so.”)

Fortunately for the attorneys, a later opinion
in the Qualcomm series vacated the sanctions and found
that although there was no doubt that the “massive dis-
covery failure resulted from significant mistakes, over-
sights, and miscommunication on the part of both out-
side counsel and Qualcomm employees,” because the
outside counsel also made significant efforts to comply
with their discovery obligations and the employees of
Qualcomm deliberately misled the attorneys, such attor-
neys would not be sanctioned.27

27 Qualcomm Inc. v. Broadcom Corp., No. 05cv1958-B, 2010 U.S. Dist.
LEXIS 33889, at *9 (S.D. Cal. Apr. 2, 2010). Although the Court ulti-
mately lifted sanctions with regard to certain outside counsel, the Court
nonetheless found that the discovery failures were due to “an incredible
breakdown in communications” between the attorneys and client. Id. at
*10. The Qualcomm case still serves as a reminder that discovery obliga-
tions are of significant interest to American courts.

As evidenced by the Qualcomm case, producing some,
but not all, of ESI material may be a faulty step that leads
to sanctions on parties and/or attorneys. In Coleman
Holdings, Inc. v. Morgan Stanley, Coleman sought
access to the e-mails of those Morgan Stanley employees
involved in the transaction in dispute from a certain time
period as well as those e-mails containing certain search
words.28

28 See Coleman Holdings, Inc., 2005 WL 67071, at *1.

Although Morgan Stanley timely produced
some of its employees’ e-mails, more than a thousand
additional back up tapes (which included an additional
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8,000 pages of e-mail) were not released to plaintiff.29

29 See id. at *3.

Additionally, once it discovered the additional tapes,
Morgan Stanley was found to have continued to frus-
trate discovery by failing to produce the tapes in a timely
manner. The court considered Morgan Stanley’s failure
to locate the back up tapes in a timely fashion, or in read-
ily accessible form, to be gross negligence.30

30 See id. at *5.

As a result,
the court granted plaintiff’s motion for an adverse infer-
ence instruction and ordered Morgan Stanley to con-
tinue to use its best efforts to produce additional tapes.31

31 See id. at *7.

6. Sedona Principles
The “Sedona Principles Addressing Electronic Docu-
ment Protection” published by the “Sedona Conferen-
ce”32

32 The Sedona Principles Addressing Electronic Document Protection is
available for download at the Sedona Conference’s website, www.these-
donaconference.org.

provide some additional guidance for the handling
of ESI in the context of an e-discovery exercise taking
place in the U.S. These principles, which are not legally
binding but nonetheless acknowledged in the U.S.,
describe the parties’ obligations in the context of e-dis-
covery. Nos. 1, 3, 5, 6, 8, 9 and 12 deal with the obliga-
tion to store data and state that parties to an e-discovery
exercise should not request data which has already been
deleted or which would need to be restored (No. 8).

II. The British Concept of E-Disclosure
1. U.S. v. UK Style Discovery
The terms “discovery” and “disclosure” are commonly
used in both the UK and the U.S. to describe the process
of pre-trial evidence collection and production. This ter-
minology can be confusing. In both the rules governing
civil litigation in England and Wales, the Civil Rules of
Procedure (CPR) and in the Federal Rules of Civil Proce-
dure (FRCP) as outlined above, the term “disclosure”
refers to each party’s duty to provide other parties with
certain categories of information. In the U.S., however,
documents subject to initial “disclosure” are fairly lim-
ited in scope and generally do not include documents
that may be damaging to one’s own case.

In England and Wales, each party must disclose docu-
ments on which it relies and which support or adversely
affect either its case or another party’s case. This there-
fore includes adverse and damaging documents. This is
known as “standard disclosure” and replaces the former
(and wider) definition of “relevance” as the basis of dis-
closure. In almost every case, each party must make this
“standard disclosure” by way of a list which identifies
documents which are in existence (or once existed in the
past but which have since been lost or destroyed) and
which fall within the definition of “standard disclo-
sure”. A party is required to disclose only those docu-
ments (i) on which it relies; (ii) which adversely affect its
case; (iii) which adversely affect the other party’s case;
(iv) which support the other party’s case; or (v) which are
required to be disclosed in specific circumstances by par-
ticular court rules. The scope of this disclosure is nar-
rower than under the previous rule and was thereby
intended to reduce the costs associated with disclosure.

In assessing what is disclosable material, a party has a
duty to make a “reasonable search”, in proportion to the
sums in issue and the costs of carrying out the search and
to make a disclosure statement, verifying the extent of
the searches that have been carried out. The legal repre-
sentative has the duty to ensure that the person making
the statement understands the duty of disclosure appli-
cable to his client. If a party believes that another party
has any specific documents which he has failed to dis-
close, he may make an application for “specific disclo-
sure”. In both “standard disclosure” and “specific dis-
closure”, the duty of disclosure is limited to documents
that are, or have been, in a party’s control. Therefore,
documents which have been lost or destroyed need to be
considered as documents held by third parties in respect
of whom there is a right to compel documents to be
handed over.

As set out before, in the U.S., “disclosure” is followed by
“discovery” (via, e.g., document requests pursuant to
FRCP 34), whereby parties have an opportunity to seek
additional information, from each other and other
sources, through several avenues, including specific doc-
ument requests, depositions, interrogatories, and on-site
inspections. Where information is properly requested by
one party during U.S. discovery, the responding party is
generally under a duty to produce them, unless the pro-
ducing party can raise convincing arguments to the con-
trary. Hence, the U.S. approach is less voluntary and
puts more of a burden on a party to frame its discovery
requests than the UK system does. Under the English sys-
tem there is also a system of obtaining pre-action disclo-
sure in certain limited cases. The main difference
between the two, however, relates to the deposition pro-
cess, which features prominently in the U.S. system and
not at all in the English system where witness statements
are used.

2. The Duty to Preserve in UK Law
In the UK, at minimum, the duty to preserve arises when
litigation has commenced.33

33 Rockwell Machine v. Barrus [1968] 1 W.L.R. 693.

There has been some debate
in the legal profession about whether it arises earlier. It
was noted in the recent judgment of Earles v. Barclays
Bank that “there might be cases where it was appropri-
ate to draw adverse inferences from a party’s conduct
before the commencement of proceedings.”34

34 [2009] EWHC 2500 (Mercantile).

This is if
there has been deliberate spoilation of evidence. The
court noted that given the abundance of ESI potential lit-
igants need to anticipate having to give disclosure of rel-
evant electronic documentation and the means of doing
so efficiently and effectively.

In practice, an organisation would do well to treat the
obligation as arising as soon as it is reasonably believed
that a dispute (and therefore litigation) might arise. A
failure to preserve in these circumstances runs the risk of
the future opponent arguing that the concept of adverse
inference should apply. Equally, a party contemplating
the bringing of a case should in practice write as early as
possible to the opponent to put them on notice that rele-
vant documents should be preserved in order to give rise
to the possibility of arguing for an adverse inference if
documents are not in fact properly preserved.

Geercken/Holden/Rath/Surguy/Stretton

Cross Border E-Discovery
68 CRi 3/2010



3. Sanctions in the UK
UK lawyers must ensure that relevant electronic docu-
ments are adequately preserved in order to avoid the
possibility of sanctions being issued for data spoliation.
The principle has been upheld, or at least considered, in
a handful of English and Irish cases, including more
recent cases.The power to impose sanctions may include
the striking out of claims, costs awards, the drawing of
adverse inferences or a contempt of court. However,
even where destruction has been deliberate, the UK
Courts have emphasized that the purpose of these “sanc-
tions” is not to punish, no matter how deplorable the
conduct of the defaulting party may be. The ultimate test
is whether a fair trial remains possible notwithstanding
the default.35

35 Arrow Nominees Inc v. Backledge [2001] BCC 591.

In Douglas and Others v. Hello! Ltd and
Others36

36 [2005] All ER (D) 280 (May), [2005] EWCA Civ 595.

, the court drew a distinction between docu-
ments which are destroyed or disposed of before pro-
ceedings have commenced and where they are destroyed
afterwards. Regarding documents destroyed before pro-
ceedings have commenced, the court followed the test
applied in British American Tobacco Australian Services
Ltd v. Cowell and McCabe37

37 [2002] VSCA 197.

, namely, had the destruc-
tion or disposal amounted to an attempt to pervert the
course of justice.

In the UK, the recent case of Timothy Duncan Earles v.
Barclays Bank38

38 [2009] EWHC 2500 (Mercantile).

indicates that the judiciary is becoming
increasingly strict about the need to disclose ESI in litiga-
tion. In this case, the court was of the view that contem-
poraneous documents were critical. The events took
place three years prior to the trial and it was not realistic
to expect people to remember with reliability what was
said. The bank did not put in place a litigation hold, in
other words take steps to preserve records after litiga-
tion was anticipated. Telephone records and other docu-
ments recording instructions were not produced during
pre-trial disclosure and this was described as a “gross
omission”. Because information was not deliberately
withheld to obtain a tactical advantage, no adverse infer-
ences were drawn against the bank. Nevertheless, the
court was critical of the way in which the bank con-
ducted its disclosure of documents saying that evidence
should have been retained. A reduction of 50 % in the
costs recoverable by the bank was a direct consequence
of its failure to efficiently disclose electronic documents.
The court felt that an organisation such as the bank had
no excuse for not having the systems and procedures in
place to retain information required in litigation.

4. UK Case Law
In addition to the cases noted before, there has been very
little case law in the UK dealing with the application of
disclosure rules in practice. The following cases illus-
trate the approach of the courts in recent cases.

In October 2008, three years after the 2005 amendments
to the Civil Procedure Rules, a long-awaited decision
was reported on the application of the rules, in the case
of Digicell (St Lucia) Ltd and Other Companies v. Cable
and Wireless plc and Other Companies39

39 Digicell (St Lucia) Ltd and Other Companies v. Cable and Wireless plc
and Other Companies [2008] All ER (D) 226 (Oct).

. The case deals

with the scope of the reasonable search for electronic
documents, key word searching, access to back up tapes,
cost shifting and the importance of the parties’ co-opera-
tion with each other. The case concerned disputed access
to a series of back up tapes believed to contain e-mail
accounts of former employees. Standard disclosure had
already been given. The Court made it clear that what
constitutes the reasonable search is ultimately a decision
for the judge to make either before a search has been car-
ried out or (as in the instant case) with the benefit of
hindsight afterwards. Having regard to the factors speci-
fied in CPR 31.7 and paragraph 2A.4 of the Practice
Direction, the Court decided that controlled access to
the back up tapes was appropriate. The parties were
directed to discuss with the help of technology consul-
tants how this could best be achieved. This underscored
the requirement in Paragraph 2A.2 of the Practice Direc-
tion that the parties should discuss electronic sources
and should request assistance from the Judge, if difficul-
ties arise, before the first Case Management Conference.

In Abela v. Hammonds40

40 Abela and others v. Hammonds Suddards (a firm) and others [2008] All
ER (D) 22 (Dec).

, a solicitor’s computer
appeared to contain nothing and so the computer was
destroyed. The court was suspicious as to the computer
containing no documents at all. Hammonds may have
been able to better justify its decision if an expert had
signed off on the fact the computer did not contain any
data before the hardware was destroyed. Alternatively,
if they thought that there was some relevant data, a
forensic investigator could have taken a forensic image
of the hard disk and reported as to whether documents
or data were recoverable.

Hedrich v. Standard Chartered Bank [2007] EWHC
1656 (QB) and on appeal [2008] EWCA 905 is a good
example of what can go wrong if the lawyers do not get
an early grasp on electronically stored information in
English litigation. The lawyers were forced to withdraw
at trial when damaging material emerged far too late in
the process. This case emphasises that the professional
obligations of disclosure are owed to the court by the
lawyers on the record just as much as by the parties to
the lawsuit and cited Myers v. Elman [1940] AC 282, a
case on disclosure which still stands as the leading
authority on professional misconduct by solicitors. The
Earles case is discussed above and along with the other
cases referred to before indicates that the judiciary in the
UK is becoming increasingly strict about the need to dis-
close ESI in litigation.

III. E-Discovery in Continental Europe,
especially in Germany and France

1. Enforceability under the Hague Convention
It may be the case that a disclosure obligation originat-
ing from the U.S. or UK may also comprise documents
in the possession and control of European companies,
based on the understanding that they may have possi-
bly received some relevant documents. It follows that
also companies seated in Europe might be faced with e-
discovery requests or regulatory orders to produce elec-
tronic documents. This is especially the case if such
firms are e.g. subsidiaries of American corporate
groups (“alter ego theory”) or if they operate abroad
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(by “doing business” or establishing “minimum con-
tacts” for example).

However, it is unlikely that formal e-disclosure produc-
tion requests will be successful as they will be facing pro-
cedural obstacles such as the Hague Convention on the
Taking of Evidence Abroad.41

41 Convention on the Taking of Evidence Abroad in Civil or Commercial
Matters, Mar. 18, 1970, 23 U.S.T. 2555, T.I.A.S. No. 7444, 847
U.N.T.S. 231 (1972).

Among other states in the
European Union42

42 See e.g. relating to France the “Délibération n° 2009-474 du 23 Juillet
2009 portant recommandation en matière de transfert de données à
caractère personnel dans le cadre de procédures judiciaires américaines
dite de “Discovery”, published August 19, 2009, http://legifrance.gouv.
fr/affichTexte.do?cidTexte=JORFTEXT000020981625&categorieLien
=id.

, Germany has raised a reservation
under Article 23 of the Hague Convention not to deal
with requests for legal assistance to be given in the con-
text of pre-trial discovery taking place in Common Law
countries.43

43 It is not clearly established whether this reservation would also apply in
the context of e-discovery, as “documents” and ESI are not treated as
being equivalent under the FRCP. It is also important to note that e-dis-
covery was not known in Germany at the time the Hague Convention
became applicable and when the German reservation was made. Before
Rule 34(a) of the FRCP came in force in December 2006, electronically
generated data was not differentiated from any other type of data.

Therefore, requesting official assistance for
the production of ESI on an European authority level are
likely not to be successful. Hence, at least by virtue of the
Hague Evidence Convention, litigants from the U.S. or
UK could not impose any direct enforceable obligation
of assistance on German companies.

American courts and U.S. attorneys, however, do not
always seem to regard the stipulations contained in the
Hague Convention or applicable privacy rules as imper-
ative. As a recent example, in the breach of contract case
Accessdata Corp. v. Alste Techs. GmbH the defendants
objected to disclosure of ESI related to the case since dis-
closure would be blocked by German law and the Hague
Convention rules. The basis of their objection was that it
would be a “huge breach of fundamental privacy laws in
Germany” and subject the defendants to “civil and crim-
inal penalties for violating the German data protection
law and the German Constitution.”44

44 Accessdata Corp. v. Alste Techs. GmbH, 2010 U.S. Dist. LEXIS 4566
(D. Utah Jan. 21, 2010), MMR 2010, p. 275 et. seq.

The Court explic-
itly disagreed and ordered disclosure of ESI even assum-
ing that the German privacy law prohibited disclosure of
personal third-party information. It argued that the
United States Supreme Court had addressed this issue in
Societe Nationale Industrielle Aerospatiale v. United
States District Court where the Supreme Court held that
“it is well settled that such [blocking] statutes do not
deprive an American court of the power to order a party
subject to its jurisdiction to produce evidence even
though the act of production may violate that statute.”45

45 Id. at 544 n. 29.

In another European case, this time relating to France,
namely Strauss v. Credit Lyonnais46

46 249 F.R.D. 429 (E.D.N.Y. 2008).

, Magistrate Judge
Kiyo Matsumoto upheld an previous order which man-
dated disclosure of documents from a French bank in
relation to a terrorist attack in Israel. The defendant
even sought a protective order using as justification a let-
ter received from the French Ministry of Justice which
stated that discovery not in compliance with the Hague
Convention would result in a “violation of the sover-
eignty of the French State.” Disregarding the defendant’s

additional contention that violation of the Hague Con-
vention would even result in criminal sanctions, the
court cited the Restatement (Third) of Foreign Relations
Law of the United States, § 442, which sets forth five
factors to consider regarding the disclosure of foreign
documents that are relevant to U.S. disputes.47

47 These factors which US courts consider in deciding whether to issue an
order directing production of information located outside the US are: (1)
The importance to the investigation or litigation of the documents or
other information requested; (2) the degree of specificity of the request;
(3) whether the information originated in the US; (4) the availability of
alternative means of securing the information; and (5) the extent to
which non-compliance with the request would undermine important
interests of the US, or compliance with the request would undermine
important interests of the state where the information is located.

Based on
these factors, the court finally denied the defendant’s
motion.

Accordingly, in spite of the German or other EU Member
States’ reservations made under the Hague Convention
or other applicable rules, sometimes it is just being
neglected that the Hague Evidence Convention is basi-
cally applicable for production requests and that Euro-
pean companies may face severe data protection sanc-
tions when complying with such requests. Nevertheless,
European companies sometimes adhere to such instruc-
tions due to a fear of facing sanctions, for commercial/
financial reasons, or perhaps because they have an inter-
est in the process of pre-trial-discovery taking place
abroad, without even considering applicable data pri-
vacy rules.

2. Data Protection Issues
To avoid procedural sanctions and still to comply with
applicable privacy regulations it has proven to be helpful
to present to the court a comprehensive legal opinion elu-
cidating the imperative rules of European privacy laws
and showing that e-discovery requests can be in clear vio-
lation of mandatory law. In essence, at least where there is
a true conflict between American law and that of a foreign
jurisdiction, applicable conflict of law rules will require
the court to conduct a comity analysis.48

48 Pursuant to Rst. § 442, the court should also weigh the extent to which ...
compliance with the [discover] request would undermine the important
interests of the state where the information is located, Maxwell, 93 F3d at
1050; Hilton v. Guvot, 159 U.S. 113, 143, 16 S.Ct 139, 40.

a) Legal Regime in Germany
Under the compulsory requirements of German data
protection laws, the disclosure and transfer of personal
data is generally prohibited. This principle is based on
the German Constitution (Grundgesetz). Furthermore,
the German Constitutional Court (BVerfG) holds that
there exists a fundamental right of the individual to
“informational self-determination”. In addition, Ger-
man privacy law is inspired by the principles of data pre-
vention and data economy, i.e. as little personal data as
possible should be collected, processed and used.49

49 See Section 3 lit. a) German DP Act.

This
gives the individual the right to control any third party
access to its personal data and is recognized under Ger-
man law as a high ranking, fundamental right and princi-
ple.50

50 See Gola/Schomerus, BDSG, Kommentar, 9th edition 2007, § 1 no. 3.

These constitutional rights of the individual have been
reflected and codified in the German Federal Data Pro-
tection Act (German DP Act) as recently amended with

Geercken/Holden/Rath/Surguy/Stretton

Cross Border E-Discovery
70 CRi 3/2010



effect of September 1, 2009 (NB: new legislation is likely
to come into force not later than the end of 2010).51

51 BGBl. I, p. 66, as amended by BGBl. I, p. 160 (BT-Drucks. 16/12011;
BT-Drucks. 16/13657).

This
legislation specifically applies to electronically stored
information (ESI) containing personal data which has or
will be collected on the German territory. It follows that
the collection, processing and disclosure of private data
collected on the territory of Germany – also in the con-
text of an e-discovery – underlies the restrictions of the
German DP Act.52

52 See Rath/Klug, E-Discovery in Germany, K&R 2008, 596 (598).

In contrast to some privacy laws over-
seas53

53 See Sedona Conference Framework for Analysis of Cross Border Dis-
covery Conflicts – A practical guide to navigating the competing cur-
rents of international data privacy and discovery – April 23, 2008 (Pub-
lic Comment Version), A Project of the Sedona Conference Working
Group 6 on International Electronic Information Management, Discov-
ery and Disclosure, www.thesedonaconference.org/dltForm?did=WG6
_Cross_Border.

, the German data protection law (which is derived
from the European Data Protection Directive 95/46/EC)
protects the individual against his rights to privacy being
impaired through the handling of his personal data.
Therefore, a data controller (in most cases the employer)
is under full responsibility to collect, process and use
(which includes the transfer) personal data contained in
electronic files. Violations of the German DP Act may be
prosecuted as administrative or criminal offence
(according to Section 43 German DP Act the former are
punishable by fines and the latter, according to Section
44 para 1 German DP Act, even by imprisonment for up
to two years).54

54 See Gola/Schomerus, BDSG, § 43 no. 16.

Besides, the protected provisions of the
German DP Act may also be enforced by the individual
data subjects (Section 34 German DP Act) as well as the
competent data protection authorities (Section 38 Ger-
man DP Act).

b) Balancing the Interests
In essence, this means that the collection, production
and transfer of personal data can only be carried out if
permitted by the German DP Act or any other German
legal provision or in case the data subject has explicitly
consented.55

55 Only exceptionally, it might be permitted under German law to collect,
produce or use personal data without fulfilling these categories. How-
ever, these exemptions may only be used very restrictive in order to com-
ply with the principle that under German data protection law any collec-
tion, process or use of personal data is basically prohibited unless explic-
itly allowed, see Simitis, BDSG, § 28 no. 133.

Furthermore, as regards the discovery of
personal data from employees, this is only possible
under the strict regulations of Sections 28 and 32 Ger-
man DP Act. Under the recently amended Section 32
German DP Act, the processing of personal data of cur-
rent employees and also former staff is only permitted
under certain, very limited circumstances.56

56 Section 32 para 1 sentence 1 German DP Act reads as follows: “Personal
data of an employee may only be collected, processed or used for the pur-
poses of the employment relationship if this is necessary for the decision
of the establishment of an employment relationship or, after establish-
ment of an employment relationship, if this is necessary for its perfor-
mance or termination.”

This means
that the respective data controller must balance the pro-
tection of the employees’ rights with the purpose for
which such processing is being required and determine
whether it is used for the purpose of the employment
relationship. It follows that Section 32 German DP Act
itself does not allow the production and transfer of pri-
vate data for an e-discovery process. However, section

28 para 1 No. 2 German DP Act, if and as far as it is
applicable besides the lex specialis Section 32 German
DP Act, i.a. states that the collection and storage of data
may be permissible if required for the safeguarding of
legitimate interests (e.g. in the context of legal proceed-
ings) and if it is balanced with the rights of the data sub-
jects.57

57 Section 28 para 1 No. 2 German DP Act reads – in its relevant parts – as
follows: “The collection, storage, modification or transfer of personal
data or their use as a means of fulfilling one’s own business purposes
shall be admissible 1. [...], 2. in so far as this is necessary to safeguard jus-
tified interests of the data controller and there is no reason to assume
that the data subject has an overriding legitimate interest in his data
being excluded from processing or use, [...].

Therefore, before searching for and producing e-
mails that may contain personal data the German com-
pany must also balance the protection of the employees’
rights (considered as data subjects) with the purpose for
which such processing is being required. This exercise
has to be carried out on a case by case basis.

c) Actual Transfer of Data
Even if the collection of electronic data has taken place,
the following transfer of the relevant ESI to the U.S. may
also be problematic.58

58 See Rath/Klug, E-Discovery in Germany, K&R 2008, 596 (598).

Under Section 4 b para 2 of the
German DP Act, a cross border transfer of data from
Germany to a foreign country may only be carried out if
an adequate level of data protection is guaranteed in the
country in which the data is to be transferred. It is impor-
tant to note that at least under German law the level of
data protection existing in Germany is not considered to
be the same as in the U.S. Furthermore, such transferred
data could only be used in the context of legal proceed-
ings. However, there is a principle in the U.S. that data
exhibited as part of legal proceedings has to be made
available to the members of the public upon request.
This principle would also conflict with the requirements
of Sections 4 b and 4 c of the German DP Act.

d) Secrecy of Telecommunication and Co-
Determination of Works Councils

It follows that at least unlimited e-discovery request will
not be fully compatible with European, especially Ger-
man privacy law. The fact that many employees at com-
panies are permitted to use e-mail and internet for their
own personal use even render the situation more compli-
cated as in such situations, the employer is treated as a
provider of telecommunication services under the Ger-
man Telecommunications Act and is therefore obliged to
protect the secrecy of telecommunications. It is impor-
tant not to forget that also a works council (if any should
exist within the company) has certain rights of determi-
nation in connection with the use of e-mails and internet
access of the employees under the German Works Con-
stitution Act. In most cases, the collection and transfer of
any such personal data will have to be first discussed
with the relevant works council and the data protection
officer at an early stage of the e-discovery exercise.

IV. An Irreconcilable Difference in Law?
For all the reasons discussed above, EU/German privacy
law and U.S./UK law on e-discovery seem to be incom-
patible. However, instead of completely refusing to sat-
isfy a disclosure request on the ground of the existence of
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a conflicting national data protection legislation, it
should be considered to find a privacy compliant
approach. One approach could be Rule 26(c) of the
FRCP. Under this Rule, the court can set aside or limit a
disclosure obligation in an effort to protect a party from
undue burden, annoyance, embarrassment, or
expense.59

59 See Fed. R. Civ. P. 26(c), Duty to Disclose; General Provisions Govern-
ing Discovery.

This could be affected by an order prohibiting
the disclosure of such data or specifying that the docu-
ments to be disclosed should be handed over to the court
under seal.

1. Guiding Principles
It is also helpful to know that the “Article 29 Data Pro-
tection Working Party” of the European Union as well as
the German equivalent, the so-called “Düsseldorfer
Kreis”, have in the meantime issued some additional
guidance in how to proceed in cross border e-discovery
cases.60

60 The Article 29 Data Protection Working Party was set up under Article
29 of Directive 95/46/EC. It is an independent European advisory body
on data protection and privacy. Its tasks are described in Article 30 of
Directive 95/46/EC and Article 15 of Directive 2002/58/EC. Further
information can be found at http://ec.europa.eu/justice_home/fsj/pri-
vacy/index_en.htm. The “Düsseldorfer Kreis” can be regarded as the
German equivalent to such EU Working Party, being a convention of
representatives of the German data protection authorities. The Düssel-
dorfer Kreis has i.a. recently assessed that Section 4 c Abs. 1 Sentence 1
No. 4 BDSG does not provide legal grounds to support a data transfer
related to e-discovery requests. Further information can be found at
www.datenschutz-berlin.de/content/themen-a-z/internationaler-daten-
verkehr/datenuebermittlungen-an-us-behoerden-sowie-us-unterneh-
men.

The EU Working Party has recently adopted the
“Working Document 1/2009 on pre-trial discovery for
cross border civil litigation (WP 158)”61

61 http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2009/
wp158_en.pdf.

providing guid-
ance to data controllers subject to EU law in dealing with
requests to transfer personal data to another jurisdiction
for use in civil litigation. In this document, the Working
Party recognizes that the parties involved in litigation
may have a legitimate interest in accessing information
that is necessary to make or defend a claim, but also con-
stitutes that this must be well balanced with the rights of
the individual whose personal data is being sought.62

62 The Working Party already considered the effects of the Restatement
(Third) of Foreign Law of the United States no. 442 and the various deci-
sion of U.S. courts acknowledging that a balancing exercise should be
carried out with the aim that the trial court should rule on a party’s
request for production of information located abroad only after balanc-
ing: (1) the importance to the litigation of the information requested; (2)
the degree of specificity of request; (3) whether the information origi-
nated in the U.S.; (4) the availability of alternative means of securing the
information; (5) the extent to which non-compliance would undermine
the interests of the U.S. or compliance with the request would undermine
the interests of a foreign sovereign nation; see id, p. 5 et seq.

The Working Party furthermore sees the need for recon-
ciling the requirements of the U.S .litigation rules and the
EU data protection provisions, but also confirms that
where data controllers seek to transfer personal data for
litigation purposes, there must be compliance with
applicable data protection requirements (for Germany
this means the observance of the German DP Act as set
out before). Therefore, also in the opinion of the EU
Working Party, in order for the pre-trial discovery proce-
dure to take place lawfully, the processing of personal
data needs to be legitimate and to satisfy the grounds set
out in Articles 7 and 26 of the Data Protection Directive
which have been duly implemented into German data
protection law as set out above.

In essence, the Working Party as well as the Düsseldorfer
Kreis hold that an obligation imposed by a foreign legal
statute or regulation (such as Art. 26 FRCP) would not
qualify as a legal obligation by virtue of which data pro-
cessing relating to e-discovery requests could be made
legitimate. The Working Party also confirms from an EU
perspective that there is a unalienable duty upon the data
controller (the company) involved in litigation to take
such steps as are appropriate (in view of the sensitivity of
the data in question and of alternative sources of the
information) to limit the discovery of personal data as
much as possible and to that extent which is objectively
relevant to the issues being litigated. Also, where it is
adequate for the Hague Convention to be followed, the
Working Party urges that this approach should be con-
sidered as a method of providing for the transfer of infor-
mation for litigation purposes.

2. Document Retention Policy
Until the conflicting situation is clarified on a legal and
cross border level, companies located in Europe that
could be involved in the production of ESI have no
choice but to implement their own internal document
retention procedures to secure all relevant evidence. The
deletion of electronic data should also be controlled
across any group of companies, in compliance with the
applicable data protection law and should be suspended
as soon as a legal dispute becomes foreseeable or if such
data is otherwise required for any other purpose.

A “DRP” (as already shown in part 1 of this article) can
be a suitable tool to implement a standardised procedure
for the handling, archiving and deletion of electronic
data within a company. Such policy can remedy the
problem of securing storage and mediate the risk of early
deletion. In case of German companies doing business
abroad, such policy could also be drafted in accordance
with the spirit of the FRCP. For instance, Rule 37(f) of
the FRCP, the Safe Harbor Rule, protects a party from
potential sanctions if such party is not able to disclose
certain ESI due to the fact that the ESI was lost as a result
of a routine operation performed in good faith within an
electronic information system.63

63 See, e.g., Morris v. Union Pacific R.R., 373 F.3d 896, 901 (8th Cir. 2004)
(court held that because there was no showing that the destruction of
evidence was done with intent to suppress the truth, the sanction of an
adverse inference is not proper).

The rationale behind the Safe Harbor rule is that compa-
nies in some instances must delete some ESI because per-
manent storage of ESI could overwhelm a company in
size and cost. For example, in Zubulake IV, plaintiff
moved for sanctions in part due to defendant’s failure to
preserve all relevant back up tapes.64

64 See Zubulake IV, 220 F.R.D. 212 at 216.

The court stated
that a litigation hold “does not [generally] apply to inac-
cessible back up tapes... which may continue to be recy-
cled on the schedule set forth in the company’s policy”
but if tapes are accessible, then such tapes are subject to
the litigation hold.65

65 Id. at 218. Coleman Holdings, Inc., 2005 WL 67071, at *5. (held that
defendant acted grossly negligent by failing to locate certain back up
tapes in a timely matter).

The Safe Harbor exemption applies to policies involving
automatic removal processes as well as manual pro-
cesses. Additionally, the rule is only applicable if the
company’s guidelines are comprehensible and the dele-
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tion of data does not aim to serve the purpose of with-
holding data from a possible future legal opponent. This
basically means that potential targets of e-discovery
requests are well advised to implement up-to-date DRP
as these policies would show that they have considered
applicable data protection law, but would also allow
them to draft their policies on the basis of the require-
ments of Rule 37(f) of the FRCP. It follows that imple-
menting a DRP may be one strategic instrument to rem-
edy this general conflicting issue.

V. Technologies and Technical Expertise to
Support E-Discovery

1. Achieving Proportionality in E-Disclosure
It is equally important not to neglect the technology
aspects of e-discovery as there is a real risk of legal costs
spiralling out of control as parties go through the pro-
cess of locating and disclosing electronic documents. An
uneasy tension arises between the need to minimise legal
cost and the need to satisfy judges or regulators expecta-
tions about the quality of the disclosure made. There is
clearly a need to follow an efficient process to minimise
cost and justify efforts. This is where technology comes
into the equation, helping locate, reduce and review rele-
vant evidence efficiently.

Ensuring that the scope of the search is proportionate to
the case at hand requires lawyers not only to comply
with data protection issues, but to weigh up the value or
significance of the case against the significance of the evi-
dence that might be found and the cost of retrieving it.
Parties are discussing this with the other side and are
using early case assessment tools and data culling tech-
nologies to help reduce the volume of potentially rele-
vant documents and identify those that are relevant.
They are also calling for cost estimates from technology
providers to support their arguments. It is also impor-
tant for each party to ensure that its document review is
well structured so that the right sort of documents are
reviewed by appropriate members of the legal team and
time is not wasted by senior lawyers at high charge out
rates reviewing large volumes of irrelevant documents
which can be handled by paralegal staff. Parties there-
fore often adopt a staged approach to the review of elec-
tronic documents which is always a good move from a
data protection perspective.

2. How to Locate and Preserve Data
Given the large universe of potentially relevant elec-
tronic evidence, the challenge in evidence management is
to target the key documents. Technology offers efficient
solutions to help control the volumes and increase speed,
accuracy and efficiency that comes from working elec-
tronically. Collecting electronic data in a discovery exer-
cise can still be a daunting task due to the wide variety of
electronic storage locations, the vast amount of data
available and the ever-increasing file types used in busi-
ness. Identifying the most relevant electronic evidence
can be a complex process. Technology experts under
guidance from legal teams are able to help navigate the
corporate IT systems and extract the required informa-
tion in a systematic way. Once litigation is anticipated,
steps should be taken to safeguard evidence (litigation
hold) and avoid loss of data. This may involve imaging

laptops of key individuals or removing restrictions on
the size of mailboxes for key individuals to avoid the risk
of data being routinely deleted when the limits are
reached. Once these immediate preservation steps have
been taken the legal team can then identify and collect
those sources of data that are potentially relevant to the
proceedings and that needed to be reviewed.

3. Identifying the Key Evidence
The careful selection of data locations to be searched
across lays the foundation for proportionality and data
protection in an e-discovery exercise. Taking data pro-
tection seriously means restricting the places and sources
that need to be searched by selecting relevant locations,
departments and individuals and then, looking for the
storage devices, electronic folders and files likely to con-
tain relevant information. Lawyers will set about the
task of working out who the key individuals are, what
types of documents are likely to be relevant and which
time periods are material. In order to make decisions
about the collection of data it helps to map out the com-
pany’s IT infrastructure (the operating systems in use,
the hardware, software and storage areas) and the flow
of information into and out of the company. Also impor-
tant is information about the company’s backup proto-
cols and procedures followed to retain or destroy data
when individuals leave the company. The aim is to estab-
lish where and how information is created, stored,
backed up and purged. Forensic experts are able to help
lawyers obtain the information they need so that they
can work out with a greater degree of precision how best
to preserve and collect documents.

4. Collection Options
Several data collection options are available, and the
best method will vary depending on the specifics of the
situation. Options include having an expert perform an
onsite data collection or using “do-it-yourself” data col-
lection software to collect the data. In smaller cases,
where the veracity of the electronic evidence is unlikely
to be challenged, it is not uncommon for companies to
collect their own data and then hand it to an external ser-
vice provider for data processing and delivery into a
database for review by the legal team. In other cases
external forensic experts are relied upon to collect data,
particularly when neutrality and strict forensic proce-
dures or investigation is required (for example, in deal-
ings with regulators or when misconduct is suspected).
In such cases it is essential to show that evidence has
been properly preserved and captured and not contami-
nated in any way. Forensic experts are also typically used
when it is necessary to go onsite simultaneously in multi-
ple jurisdictions to quickly and efficiently capture cru-
cial evidence from a wide variety of systems and media
with minimal business disruption. Whichever method is
chosen, the initial data collection steps can be the most
critical part of an investigation and impact on the subse-
quent analysis of evidence. Missteps can be costly for a
case or investigation because of loss of evidence or risk
of sanctions for not collecting the evidence in the most
appropriate way suitable to the needs of the case. Signifi-
cant planning, the right equipment and procedures and
training are essential to ensure that data collection is car-
ried out properly and the risk of damaging, deleting or
missing data avoided.
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5. Social Networking and Cloud Computing
The collection of data will become more complicated as
data no longer resides on servers under a company’s
direct control but has disappeared into a web-based
cloud as data management is outsourced. “Where is it”
has become the key question and is it possible to access
key information if it is needed in a dispute. It is also now
necessary to think about whether key data is going to be
found in less formal communication channels like MSN
Messenger or office communication tools like it allow-
ing impromptu and spontaneous remarks. The question
is whether material evidence can also be found on social
networking sites like Twitter, Facebook and Myspace.
These new sources of evidence pose interesting legal and
technical questions as to whether this is disclosable data
and how to deal with privacy rights and admissibility. In
recent cases in the U.S. and Canada, even social net-
working information has been used in litigation.66

66 In People v. Liceaga, 2009 WL 186229 (Mich. Ct. App. Jan. 27, 2009),
the prosecution sought to admit photographs discovered on the defen-
dant’s MySpace profile of himself displaying a gang sign and the gun
allegedly used to shoot the victim as evidence of intent. In United States
v. Villanueva, 2009 WL 455127 11th Cir. Feb. 25, 2009), the Court
found that post-conviction photos discovered on the defendant’s
MySpace page of the defending holding a semi-automatic gun with a
loaded clip after the defendant had been convicted of a violent felony
could be used as evidence to enhance sentencing. In Bishop v. Mini-
chiello, B.C.J. No. 692 (S.C.J.) 2009), the Court in British Columbia
found a plaintiff’s late-night computer usage on Facebook (as recorded
in the log-in/log-out records on his hard drive) was relevant evidence
regarding his personal injury claim.

6. Filtering and Searching Technologies
Not every electronic document found on a custodian’s
computer or on backup tapes is relevant to a disclosure
production and admissable from a data protection per-
spective. Data filtering technologies help reduce the
potentially enormous universe of data to a manageable
and relevant sub-set for review and production. The
time spent by lawyers reviewing documents can be sig-
nificantly reduced by relying on the following filtering
processes: Custodian selection, date filtering, keyword
searching, de-duplication and removal of system and
program files, large files and blank pages. The search
engines underpinning data filtering engines are many
and varied and include “and” and “or” Boolean search-
ing as well as cutting-edge concept searching engines.
During this stage of the e-discovery process the legal
team produces a list of keywords which is used to filter
the data and identify potentially relevant documents.

Once the data has been filtered relevant documents are
loaded into a database for review. Documents can be
made available in their native format – in other words in
the original format in which they were created. It is also
possible to convert the filtered set of documents to be
reviewed into image format such as TIFF images (Tagged
Image File Format) or PDF (Portable Document For-
mat). The technologies used by external providers of
electronic disclosure services are sophisticated and in
some cases are supported by a complex hardware infra-

structure allowing them to process millions of pages a
day.

7. Early Case Assessment Tools
Early case assessment tools are available and provide
early visibility of the data that might be relevant to a case
before actually reviewing such documents. So before full
data filtering or document review takes place data can be
loaded into a first-pass review tool and selections can be
made about which data sources to focus on. This process
significantly reduces the size of document collections
and the related costs of e-discovery. Reducing the data in
an intelligent and potentially privacy compliant way
before more expensive processing costs are incurred is
an effective means of controlling costs and complying
with data privacy laws. Advanced e-mail analysis fea-
tures are available in some of these early case assessment
tools and provide graphs which show the volume and
frequency of e-mail traffic. This makes it possible to see
quickly who has been communicating a lot with whom,
when and about what. This may, however, give rise to
additional data protection issues.

It is also possible to see the results of keyword searches
that have been run against various e-mail boxes. For
every word run you can see which individuals’ e-mails
contained the word or phrase searched for and how
many documents contained these “hits”. This sort of
statistical analysis helps lawyers adopt a more scientific
approach to keyword searching and provides evidence
for sensible discussions with the other side about the
keywords that should be run against the data to select
documents for discovery. After the early case assessment
stage, machine filtering of the documents can be done to
reduce volume with more reliability. The combination of
human selection and machine filtering can reduce the
volume of documents that need to be reviewed by law-
yers significantly. Of course, early case assessment also
supports the assessment of the merits of a case early on in
proceedings allowing lawyers to decide early on in a case
whether or not to pursue an action or settle, based on the
available evidence.

8. Using Technology to Reduce the Risk of
Contravening Data Protection Laws

Where data collected in Europe needs to be transferred
outside the EU, companies can rely on computer forensic
experts to harvest data onsite in a targeted way using
onsite searching tools. They can also rely on sophisti-
cated filtering technology to search across potentially
relevant data to identify key data. This reduces the risk
of sending personal data out of Europe and ensures that
only that which is necessary for the legal proceedings is
transferred in accordance with applicable data protec-
tion laws. To further reduce the risk, the reduced data set
can be reviewed for compliance with privacy in Europe
and sensitive files removed. Finally, references to indi-
viduals can be redacted out before the data is accessed by
means of pseudonymization or anonymization.
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