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Malaysia Luther News, October 2018

The Malaysian Personal Data Protection Commissioner
(“Commissioner”) has recently published a Public Consultation
Paper No. 1/2018 entitled “The Implementation of Data Breach
Notification”. The Consultation Paper seeks feedback from the
data users regarding the personal data breach management
and encourages suggestions on any other criteria that may be
relevant with the expected implementation of the Data Breach
Notification mechanism. The data users were solicited to
provide their feedback by end of August 2018.

How does it work?

Currently, there are no general data breach notification
requirements in place in Malaysia in application of the
Personal Data Protection Act (“PDPA”) 2010. In light of the
recent enforcement of the European General Data Protection
Regulation (GDPR) in May 2018, the Commissioner intends
to fill the gap by implementing a mechanism where data users
will be required to notify and inform the relevant authorities and
the affected parties when a data breach has occurred within an
organization.

Who is targeted?

The full details on the intended Data Breach Notification
mechanism are not disclosed yet. However, it is expected that
by end of 2018 a Data Breach Notification mechanism will be
implemented by way of imposing conditions to the certificate
of registration issued by the Commissioner to the data users.
In other words, the Commissioner proposes that only the class
of data users belonging to the 13 industries' which are required
to be registered with the Commissioner should be subject to
the Data Breach Notification requirements. The Commissioner
remains silent of further extension to data users that are not
currently required to be registered.

What are the objectives?

By implementing this mechanism on the Data Breach
Notification, the Commissioner essentially aims to assist
the data users to manage their personal data breaches and
encourage them to take proactive actions by informing the
relevant authorities when these data breaches occur and
enables those authorities to conduct fair and transparent
investigations when data breaches have been addressed.

1 Communications, banking and financial institution, insurance, health, tourism
and hospitalities, transportation, education, direct selling, services, real
estate, utilities, pawnbroker, moneylender.

What are the proposed elements to be
addressed in Data Breach Notification?

The Consultation Paper lists down a number of information
that will be part of the Data Breach Notification such as
details in relation of the data breach to be submitted to the
Commissioner, containment or control measures taken,
number of the affected data subjects, as well as details on the
organization’s training and guidance related to data protection.

For guidance and information, please feel free to contact us
anytime.
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Disclaimer

Although every effort has been made to offer current and correct information,
this publication has been prepared to provide information on recent regulatory
and legal developments in Malaysia only. It is not exhaustive and thus does not
cover all topics with which it deals. It will not be updated and cannot substitute
individual legal and/or tax advice. This publication is distributed with the
understanding that Luther, the editors and authors cannot be held responsible for
the results of any actions taken on the basis of information contained herein or
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Luther Corporate Services, the Corporate Services arm of Luther lawfirm enables us to offer our clients a “one-stop” solution for
all their business needs. Our accountants, company secretaries and tax consultants provide the whole range services, which
our clients expect from such a one-stop concept, from corporate secretarial services, outsourced administration, payroll and
accounting to tax compliance. We assist our clients comprehensively in all stages of a business lifecycle, from the formation of a
business vehicle, to ongoing support and statutory compliance matters and to the dissolution of a company.
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